
Services Value

Our CSOC enhances client's security 

investments, centralising visibility for 

better threat detection, response and 

compliance setting:

• Building and embedding a Single 

Source of Truth

• Increase Accuracy & Efficiency

• Improve Collaboration of Team and 

Technology

• Strengthen Business-Security Goals

• Threat Intelligence for better business 

risk guidance and response. 

Security is quite critical for the Department, especially during the pandemic as we lead the country in the response thereof. The department is required to 

maintain confidence not only of employees working from home but also citizens and Phakamo’s Security service have greatly enabled IT to maintain and 

build this confidence by ensuring secure collaboration and response.

- Mr. Zwelibanzi Gwiba, CIO, National Department of Health
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Minimizing exposure and improving 

resilience.

• Security Orchestration, Automation and 

Response (SOAR) - Threat detection and response 

smarter and faster with artificial intelligence (AI),

• Threat Detection - Orchestrate threat management 

across disparate platforms

• Situational Awareness - Deliver granular visibility 

into SecOps efficacy

• Threat Assessment & Hunter 

• Threat neutralization - Identify variables impacting 

productivity

• Security Analytics - Leverage artificial intelligence 

to better determine events of concern that has a 

material impact on the business

Driving security confidence and 

enabling fitting continuity.

• Incident Response Workflow - Automate incident 

response processes and Standardize playbooks and 

workflows

• Forensics - Leverage log capturing and orchestration 

for forensic purpose that empowers law enforcement 

for investigations and trial purpose

• Vulnerability Management - Provide a risk based 

Vulnerability management by understanding the 

impact of solutions vs the actual vulnerability risk 

impact to business thus applying the right solutions 

within a fitting lifecycle.

• Threat Research - The Intelligent Security Graph 

powered SOC, to enable appropriate threat response 

and mitigation.

Empowering digital strategies through 

maturing enterprise  cyber Risk

• Compliance Support - Leverage the outcomes of 

the Service Envisioning process to align with 

organisational Security compliance requirements.

• Security Awareness - Leverage the Detection 

intelligence to undertake group or subject focused 

security awareness exercises for the client.

• Risk Management Workflow – delivering a client 

Risk-perspective, empowering security controls for 

the management of the client's cyber risk profile.

• Reporting & Dashboarding - Present 

comprehensive Risk KPIs for operating insight and 

Enterprise Risk Management.

Threat Management Response Management Assurance Management

Phakamo Intelligent Security Operations and Analytics Platform (24/7 
Security Operations Center)

Considering the ever-evolving cyberthreat landscape, security resilience and compliance 
is paramount to an organisation's risk management and this is attainable through the 
implementation of a continuous security monitoring capability by a highly qualified 
partner.

P unites intelligence, automation, orchestration and response to enable your

organization to be more predictive, proactive, and efficient. Working off a single platform

is critical to successful coordination of detection and response initiatives, as it keeps

knowledge sharing across these teams’ fluid and instantaneous.

Holistic & Intelligent 
Threat Management
Maturing and Enhancing your Security 

Posture and Resilience. 




